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Learning Objectives

Participants will have knowledge of the ICAR
Explain the reasons for completing an ICAR
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Create a state inventory of healthcare settings with an infection 
control point of contact at each facility
Using CDC’s readiness assessment tools to assess healthcare 
facilities and determine gaps in infection control 
Address gaps (mitigate gaps)
Conduct follow-up assessments as needed at the request of the 
facility

Healthcare Infection Control Assessment 
and Response Activities

www.ADPH.org/EPI

INFECTION CONTROL 
ASSESSMENT TOOL

www.ADPH.org/EPI

Infection Control Assessment Tools 

Developed by CDC

Separate tools for acute care, 
long-term care, outpatient, and 
hemodialysis

Non-regulatory

• Assess infection 
prevention practices

• Address identified gaps

• Guide quality 
improvement activities

• Reduce/eliminate HAI
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CDC’s Infection Prevention and 
Control Assessment Tool for Long 
Term Care Facilities Looks At:

Facility Demographics
Infection Control  Program & Infrastructure
Direct Observation of Practices
Infection Control Guidelines/Resources

www.ADPH.org/EPI

Sample: Infection Control & Prevention Assessment Tool for 
Long Term-Care Facilities…demographics

www.ADPH.org/EPI

Infection Control Program and Infrastructure
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Healthcare Community

Assessments are conducted in the following 
healthcare settings to determine gaps in infection 
control:

acute care hospitals
ambulatory surgical centers 
assisted living facilities
nursing homes 
hemodialysis centers
rehabilitation centers 

www.ADPH.org/EPI

ICARS Completed for Nursing 
Homes

As of August 25, 2017, there were 87 ICARs that 
have been completed in LTCF healthcare setting

www.ADPH.org/EPI

ICAR

The CDC tools are available online for you to print and 
complete. Please select the tool for Long Term Care Facilities

Upon completion of the tool, please email the saved 
document to HAI@ADPH.state.al.us. Also remember to 
include your facility name in the subject line

You can access the tool at the following link:
http://www.alabamapublichealth.gov/infectiousdiseases/ 

infection-prevention.html
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Please Send Contact Info

In order to create the state inventory for LTCF, we 
are asking that you please send your infection 
control point of contact at each facility to the HAI 
Staff at HAI@adph.state.al.us

Enrolling Your LTCF in NHSN 
(National Healthcare Safety 

Network)

5-Step Enrollment for Long-term Care Facilities
Step 1: Training and Preparation
Step 2: Agree to NHSN Rules of Behavior and Register Facility
Step 3a: Register with SAMS
Step 3b: Complete and Submit Identity Proofing Verification
Step 4: Submit NHSN Forms Electronically
Step 5: Sign and Send Consent

www.ADPH.org/EPI

Learning Objectives
Define the key personnel roles for a facility enrolled in 
NHSN
Describe the information needed to enroll a LTCF into 
NHSN
Explain the steps for submitting information during the 
NHSN enrollment process

www.AlabamaPublicHealth.gov/infectiousdiseases
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CDC Suggested Timeline for NHSN 
Enrollment 

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Who can enroll a facility into NHSN?

Any person in a LTCF can be given permission to enroll the 
facility into NHSN; this is often the person who oversees 
the infection prevention program activities
The person assigned to enroll the LTCF into NHSN is 
called the “NHSN Facility Administrator”
Before you start the enrollment process for LTCF, decide 
with your facility leadership who will become the point of 
contact for NHSN enrollment

It may help to have more than one person learning about 
the NHSN enrollment process to provide additional 
support

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Key Personnel Roles: The NHSN 
Facility Administrator

Responsible for NHSN enrollment and coordination of users 
collecting data and reporting this data for the LTCF
This person has authority within NHSN to 

Add or remove NHSN users for a facility
Manage each users’ activities (e.g., reporting data, editing data, or 
analyzing data) within NHSN
Add, edit & delete facility data
Nominate (or join) groups for sharing data

If the NHSN Facility Administrator changes positions or 
leaves the facility, he or she can reassign the role to another 
user. 

www.AlabamaPublicHealth.gov/infectiousdiseases
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Who should you choose as your 
NHSN Facility Administrator?

Select someone who is already familiar with infection 
surveillance activities in your facility

This person may be your director of nursing, assistant 
director of nursing, staff educator, or even the MDS 
coordinator, if he/she is familiar with data management and 
infection prevention

Although only one person in your facility will have the role of 
NHSN Facility Administrator – consider training a second 
person on the NHSN enrollment/data submission process as 
back-up

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Other Key Personnel Roles
NHSN LTCF Contact Person

Serves as the main point of contact between CDC and the facility
Often the NHSN Facility Administrator also serves as the NHSN 
Contact Person, but it could be someone else

NHSN Users (Facility Administrator is a user too!!)
Other staff at a facility can become NHSN users for an enrolled 
LTCF 
NHSN “user rights” include: viewing, entering, editing or 
analyzing data in NHSN 
The NHSN Facility Administrator can add or remove people as 
NHSN users for their facility and assigns rights to give him/her 
access to a facility’s NHSN data 

www.AlabamaPublicHealth.gov/infectiousdiseases
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NHSN Facility Administrator 
Enrollment Guide

This guide is a general 
NHSN enrollment resource, 
not specific to LTCF
This guide is available on the 
CDC NHSN Enrollment for 
LTCF web page:

https://www.cdc.gov/nhsn/ltc
/enroll.html

www.AlabamaPublicHealth.gov/infectiousdiseases
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5-Step Enrollment Process for 
Long-term Care Facilities
Step 1:

• Training and preparation for enrollment

Step 2:
• Request to enroll your facility in NHSN

Step 3a:
• Register with the Secure Access Management System (SAMS)

Step 3b:

• Complete identity verification process and receive confirmation of SAMS/NHSN 
access

Step 4: 
• Access NHSN Enrollment and submit annual facility survey electronically

Step 5:

• Print, sign and mail the facility consent form to CDC and receive confirmation of 
your facility’s enrollment into NHSN

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Step 1 – Training and Preparation

The main forms you will need to review before starting the 
enrollment process include:

The NHSN Enrollment Checklist
The NHSN Facility Contact Form
The LTCF Annual Facility Survey
For additional information, you can also download the 
NHSN Facility Administrator Enrollment Guide

Each of these items can be downloaded from the 
following link: https://www.cdc.gov/nhsn/ltc/enroll.html

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Documents to review: Enrollment 
Checklist for LTCF

The 2 page checklist outlines each 
step in the NHSN enrollment 
process 
It provides estimates for how 
much time each step will take and 
allows you to track your progress 
Complete all steps and forms in 
order because you will need this 
information when you are 
enrolling into NHSN

www.AlabamaPublicHealth.gov/infectiousdiseases
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Documents to review:
The NHSN Facility Contact Form

This form collects contact information 
for the LTCF and the people 
coordinating NHSN use 
You will need the CMS Certification 
Number (CCN) for your facility 
Note: In the unlikely event your 
facility does not have a CCN, please 
contact NHSN@cdc.gov to receive an 
enrollment number 

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Documents to review: The NHSN 
Facility Contact Form, continued 

NHSN Components: Indicate which 
component your facility will use:

Select the Long Term Care Facility 
component - indicated by the arrow on 
the right
Remember, LTCFs can also report into 
the Healthcare Personnel Safety 
Component (to track staff Influenza 
vaccination)

Selection for Healthcare Personnel 
Safety component is indicated by 
the arrow on the left

www.ADPH.org/EPI

The NHSN Facility Contact Form, 
page 2 

You may designate a different 
point of contact for each 
NHSN component that your 
facility uses  
If the NHSN Facility 
Administrator will be the 
primary point of contact for 
your LTCF you don’t have to 
list additional staff
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Documents to review: The LTCF 
Annual Facility Survey

This form collects information 
about your LTCF and services 
provided to your resident 
population 
The data submitted should 
reflect your facility’s 
experience from the previous 
calendar year  
You may need assistance from 
others in the facility to answer 
the survey questions

www.ADPH.org/EPI

The LTCF Annual Facility Survey, page 2
Give yourself time to review and 
gather the information on this 
form  
The NHSN LTCF annual facility 
survey may get updated from 
time to time, so be sure to check 
for notices if a new version is 
being released
For additional guidance on 
completing this document, review 
the Table of Instructions

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Prep your computer to interact with 
NHSN

You may need to change your email and internet security 
settings to receive communications from NHSN during the 
enrollment process
Change spam-blocker settings to allow all email from:

nhsn@cdc.gov and
SAMS-no-reply@cdc.gov

Add cdc.gov and verisign.com to trusted sites list and permit 
pop-ups on your web browser

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 1:
• Training and preparation for enrollment

Step 2: • Request to enroll your facility in NHSN

Step 3a:
• Register with the Secure Access Management System (SAMS)

Step 3b:

• Complete identity verification process and receive confirmation of SAMS/NHSN 
access

Step 4: 
• Access NHSN Enrollment and submit annual facility survey electronically

Step 5:

• Print, sign and mail the facility consent form to CDC and receive confirmation of 
your facility’s enrollment into NHSN

www.ADPH.org/EPI

Step 2- Request to enroll your facility 
to NHSN
Registering your facility includes:

Reading and agreeing to the NHSN 
Rules of Behavior
Providing contact information for the 
NHSN facility administrator
You can link to the registration website 
from the LTCF Enrollment page or go 
to:

www.AlabamaPublicHealth.gov/infectiousdiseases

https://nhsn.cdc.gov/RegistrationForm/index

www.ADPH.org/EPI

Step 2 - Register
The NHSN Facility Administrator completes 
this form:   
Name   
Check your email address! Use the same email 
address for all enrollment steps   
CCN is a 6 digit CMS Certification # or CDC-
provided enrollment #   
Click ‘Save’   
Hint: Refer to the Facility Contact Information 
form you filled out earlier
Required trainings are listed on the NHSN 
LTCF Component enrollment website; 
indicate the date you completed training

https://www.cdc.gov/nhsn/training/ltc/index.html
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Step 2 - Register
 Following successful 
registration, you will 
immediately receive a welcome 
to NHSN email
You will also receive an email 
invitation to register for SAMS 
access (step 3a) similar to the 
following 
Be sure to print this email out 
because it has information you 
need to register for SAMS

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Step 1:
• Training and preparation for enrollment

Step 2:
• Request to enroll your facility in NHSN

Step 3a:

• Register with the Secure Access Management System 
(SAMS)

Step 3b:

• Complete identity verification process and receive confirmation of SAMS/NHSN 
access

Step 4: 
• Access NHSN Enrollment and submit annual facility survey electronically

Step 5:

• Print, sign and mail the facility consent form to CDC and receive confirmation of 
your facility’s enrollment into NHSN

www.ADPH.org/EPI

Secure Access Management 
(SAMS) 

SAMS provides secure online access to and exchange of 
information between CDC and public health partners   
Users receive an invitation to register with SAMS which 
provides instructions for registration and identify proofing in 
order to obtain access to CDC applications, including NHSN   
During registration the user sets a password which expires 
every 60 days   
The user is also issued an electronic grid card which adds an 
additional level of security when logging in to the system

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 3a - SAMS Registration

The Invitation to Register email contains your Username and 
Password for SAMS registration 

www.AlabamaPublicHealth.gov/infectiousdiseases

www.ADPH.org/EPI

Step 3a - SAMS Registration

After accepting the 
Rules of Behavior, 
enter the required 
registration 
information and click 
Submit.

www.ADPH.org/EPI

Step 1:
• Training and preparation for enrollment

Step 2:
• Request to enroll your facility in NHSN

Step 3a:
• Register with the Secure Access Management System (SAMS)

Step 3b:

• Complete identity verification process and receive 
confirmation of SAMS/NHSN access

Step 4: 
• Access NHSN Enrollment and submit annual facility survey electronically

Step 5:

• Print, sign and mail the facility consent form to CDC and receive confirmation of 
your facility’s enrollment into NHSN
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Step 3b - Identity Proofing

• After accepting the SAMS Rules and Behaviors, 
you will receive an email which contains all the 
information and documentation for “Identity 
Verification”. (Print this email out because it 
contains a document which must be 
completed)   

• Carefully follow the instructions in the email to 
insure the enrollment process is not delayed

www.AlabamaPublicHealth.gov/infectiousdiseases
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Registration Approval
• Once your identity documentation has been processed you will 

receive confirmation of approval for SAMS access via email   
• You will also be issued an electronic grid card which is used 

when logging into the system along with your username and 
password  

• Note: The option to log in using only your username and 
password only provides Level 2 security access. In order to gain 
Level 3 access, which is necessary for NHSN use, you must use 
your SAMS grid card   

• Electronic grid cards are mailed to the address used in 
registration and can take up to 3 weeks to receive

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 1:
• Training and preparation for enrollment

Step 2:
• Request to enroll your facility in NHSN

Step 3a:
• Register with the Secure Access Management System (SAMS)

Step 3b:

• Complete identity verification process and receive confirmation of SAMS/NHSN 
access

Step 4: 

• Access NHSN Enrollment and submit annual facility survey 
electronically

Step 5:

• Print, sign and mail the facility consent form to CDC and receive confirmation of 
your facility’s enrollment into NHSN
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Step 4– Enter the SAMS Portal

• Once you have successfully registered with 
SAMS and provided identify verification 
documentation, you will receive an email 
indicating your registration is approved   

• In order to access NHSN, you must first log 
into SAMS using your username and password 
along with your newly obtained Grid Card 
Remember it can take up to 3 weeks to obtain 
the SAMS grid card after you are approved 

• The SAMS website: https://sams.cdc.gov/ 

www.AlabamaPublicHealth.gov/infectiousdiseases

Click on “Login” to 
enter NHSN with 
SAMS Grid Card
https://sams.cdc.gov

www.ADPH.org/EPI

Step 4 – Select “NHSN Enrollment” to 
submit your facility’s contact and survey 
information 

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 4 – Enrolling a Facility

www.AlabamaPublicHealth.gov/infectiousdiseases

The Facility Contact form and Annual Facility 
Survey forms must be completed prior to entering 
the information electronically into NHSN 
IMPORTANT: You must complete all the data 
submission about your facility in one session

You cannot save work in progress so be prepared 
before you start the enrollment process by having all 
documents completed
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Step 4 - Facility Contact Information

• Fields with a red asterisk within the electronic enrollment 
MUST be completed to save your work   

• Facilities which are CMS-certified should have a 
certification number (CCN)   

• If your facility does not have a CCN contact the NHSN 
help desk samshelp@cdc.gov or 1-877-681-2901 M-F, 8a 
to 6p EST

• Facilities within the Department of Veterans Affairs (VA) 
Healthcare System, may have a VA station code instead of a 
CCN

www.ADPH.org/EPI

Facility Information
Select most appropriate Facility Type from:   
LTC-ASSIST - Assisted Living or Residential Care Facility   
LTC-DEVDIS – Facility Caring for Individuals with Developmental 
Disabilities   
LTC-SKILLNURS - Skilled Nursing Facility or Nursing Home 
Select the NHSN components in which your facility will participate:   
Long-Term Care Facility - for tracking infections   
Healthcare Personnel Safety - for tracking staff influenza 
vaccination   
The NHSN Facility Administrator is the person enrolling the facility   

IMPORTANT! Use the same email address as in steps 2 and 3

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 4 - Facility Contact Information

•  LTCF Component enrollment requires a LTCF 
Contact Person   

• This should be the person who will be most 
involved with LTCF surveillance   

• It can be the same person as the Facility 
Administrator

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 4: Complete Annual Facility 
Survey

www.AlabamaPublicHealth.gov/infectiousdiseases

Hint: Reference your completed form, “LTCF –Annual Facility 
Survey” 
*Remember you cannot partially complete an online form, save 

and return 

www.ADPH.org/EPI

Step 4 - Submit Forms Electronically 
Once information is saved, a green checkmark displays next to 
it 

You can print a completed survey for your records 
Once all required information is entered and saved, click 
‘Submit’ 

If you print your survey, don’t forget to press submit!
Once required forms are submitted, a confirmation message 
will display on your screen
Facility Administrator will immediately receive an NHSN 
email with a link to your consent form   

If you do not receive this email, contact the NHSN 
Helpdesk at NHSN@cdc.gov

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 1:
• Training and preparation for enrollment

Step 2:
• Request to enroll your facility in NHSN

Step 3a:
• Register with the Secure Access Management System (SAMS)

Step 3b:

• Complete identity verification process and receive confirmation of SAMS/NHSN 
access

Step 4: 
• Access NHSN Enrollment and submit annual facility survey electronically

Step 5:

• Print, sign and mail the facility consent form to CDC and 
receive confirmation of your facility’s enrollment into NHSN
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Step 5 - Sign and Send Consent

NHSN email, subject line “NHSN Facility 
enrollment submitted” links to your consent form

Consent forms are facility-specific, you must print the 
consent form provided in the email link 

You have 30 days to open the link and print the form
Once printed, CDC must receive it within 60 days

www.ADPH.org/EPI

Step 5 - Sign and Send Consent
Agreement to Participate and Consent 
includes: 

NHSN Purposes 
Eligibility 
Data collection and reporting requirements 
Assurance of Confidentiality 

Must be signed by 
Long-term Care Facility Contact Person
Your facility Leadership 

Requires signature from the highest level 
administrator at your facility

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 5 – Sign and Send Consent
2-3 business days after NHSN receives signed 
consent form, NHSN will activate your facility 
The NHSN Facility administrator will receive email 
notification of facility activation from NHSN

www.AlabamaPublicHealth.gov/infectiousdiseases
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Step 1:
• Training and preparation for enrollment

Step 2:
• Request to enroll your facility in NHSN

Step 3a:
• Register with the Secure Access Management System (SAMS)

Step 3b:

• Complete identity verification process and receive confirmation of SAMS/NHSN 
access

Step 4: 
• Access NHSN Enrollment and submit annual facility survey electronically

Step 5:

• Print, sign and mail the facility consent form to CDC and receive confirmation 
of your facility’s enrollment into NHSN

SUCCESS! Your facility is now approved to report into NHSN

www.ADPH.org/EPI

Enrollment is complete: 
Next is NHSN Set-Up 

Set-up is required before data can be reported 

Complete the LTCF Set-up training 
(https://www.cdc.gov/nhsn/ltc/setup.html) and map 
locations 44 minutes
Set-up NHSN for your facility 

Create Monthly Reporting Plans (required) 7 minutes
Add users & assign user rights (optional) 6 minutes

www.AlabamaPublicHealth.gov/infectiousdiseases
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IMPORTANT!!

Email is the only way NHSN has to communicate 
with you
You will need to email NHSN@cdc.gov with any 
changes in your email address

www.AlabamaPublicHealth.gov/infectiousdiseases
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Where can I find more information?

To email questions to the NHSN Helpdesk: 
nhsn@cdc.gov 
For general enrollment resources 
https://www.cdc.gov/nhsn/enrollment 
LTCF specific enrollment and reporting resources 
https://www.cdc.gov/nhsn/LTC
National Nursing Home Quality Improvement Campaign
https://www.nhqualitycampaign.org/cdifficileAntibioticSt
ewardship.aspx

www.AlabamaPublicHealth.gov/infectiousdiseases
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Resources:
Enrolling in NHSN:

Adapted slides from CDC presentation: 

https://www.cdc.gov/nhsn/pdfs/training/ltc/LTCF-
Enrollment-training.pdf

www.AlabamaPublicHealth.gov/infectiousdiseases

Thank you!

Any Questions?


